200 
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KEY GENERATION FACILITY GENERATES 
AND ALLOCATES KEYS FOR DEVICES 








202 

/ 






KEY GENERATION FACILITY SENDS 
KEYS TO DEVICE MANUFACTURER 








204 

/ 




DEVICE MANUFACTURER EMBEDS KEYS 
IN DEVICES AND DISTRIBUTES DEVICES 






206 




DEVICE MANUFACTURER PERIODICALLY 
RENEWS CONTENT PROTECTION 
IMPLEMENTATION OF DEVICES 
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/ 




KEY GENERATION FACILITY GENERATES 
REVOCATION DATA 








210 

' / 






KEY GENERATION FACILITY PROVIDES 
REVOCATION DATA TO ENTITIES 








212 

/ 


ENTITIES INCORPORATE REVOCATION DATA 
ONTO BLANK MEDIA, PRE-RECORDED MEDIA, AND 
INTO BROADCAST CONTENT AND NEW DEVICES 




214 


DEVICES CHECK REVOCATION DATA 
WHEN DETERMINING ACCESS TO CONTENT 



Figure 2 
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